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Agenda

1. POWER UTORAuUth Implementation
2. MEITT Update
3. Elentra Update

& TEMERTY FACULTY or MEDICINE
XJ UNIVERSITY OF TORONTO

Ay



POWER UTORAuth Implementation

« Current user authentication processesto access POWER are below information security
standards

 In the current configuration, there are many users who have access to multiple systems
iIn POWER using different PINs and passwords (e.g. Registration, Assessments and
Evaluations, etc). This poses a challenge for UTORAuUth implementation for
PAs/PDs/PGME staff.

* Initial implementation will only include learners.

. The end user experience for Learners is a single system — registration integrated with
evaluation and assessments plus call stipends.

. UTOR IDs are automatically created for learners during registration process as part of an
automated nightly exchange between POWER with Central U of T UTORID services
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Multi-factor Authentication (MFA)

« MFA - adds an extra layer of security by using a mobile device to confirm
authentication.

* Due to the sensitivity of information stored (e.g. SIN, vaccination record, etc) in
POWER, itis considered Level 4 under the Data Classification, so it is
mandatory that the UTORAuth implementation includes MFA.

» Learners will be required to enroll in MFA once UTORauth is implemented in
POWER.

« PGME and MedIT are working closely on the communication to current learners
to ensure learners begin enrolment prior to UTORauth implementation
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Timelines for Implementation

—

Identity registration communication/process for  December 2023 to January 2024
assigning a PIN and password and replace with
UTOR ID and SAK

Communication to learners, PDs, PAs, hospital staff January 2024 to March 2024
re. change and MFA enrolment

UTORauth enabled in POWER - all learners (new  Approximate timeline - March 2024
and current) will have to have a UTOR ID to access

POWER
MFA enrollment January 2024 to March 2024
Support via POWER HD and Elentra HD Ongoing
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Login Page

St y A
@ UNIVERSITY OF TORONTO s A

FACULTY or MEDICINE ' -
. POstgraduate Web Evaluation and Registration

S ————
Login
—_— pin: [ ]
c.
Privacy Policy Password: |
TConfidentiality | .
Agreement ::
. ?
FAQ's Forgot your pin and/or password
Do you need login help?
Contact

Continue to

UTORid: (=] Login |
Required only for UofT learners with a UTORid.

Forgot your UTORIid password? Click '‘Continue to
UTORId', at the UTOR authentication page click
'Forgotten Password' tab and follow instructions to

reset.



New Learners Login Page

s W

POstgraduate Web Evaluation and'Registration

- - \
UNIVERSITY OF TORONTO » £ S P o WER
@l\(llT\ v MEDICINE 4

N — Your UTORIid and SAK number are now available on your POWER |nitial View screen.
r Privacy Policy ] Next time you login to POWER please login with your UTORid.
“Confidentiality " .

Agreement You have 30 days to activate your UTORId.

S For help with activating your UTORid click here.

contact If you have forgotten your UTORid password, click here to get to the authentication page, then click

"Forgotten Password" tab and follow the instructions.

Please send comments or enquiries to: postgrad.med@utoronto.ca
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Medical Education Information Technology
Transformation (MEITT) Update

« Purpose: Transformation from existing legacy systems MedSIS and POWER across the MD
Program and Postgraduate Medical Education.

« MEITT submitted an RFP which was developed with extensive consultation with relevant
stakeholders across MD and PGME and working closely with the Procurement office. RFP was
posted in September 2023.

« 3 Vendors responded to the RFP

« Evaluation Committee composed of 7 members from MD and PGME have finalized Phase 1 of
the Evaluation process. Shortlisted vendors will be invited for Phase 2 of the Evaluation process

* Phase 2, which will begin early February, will involve demos and testing.
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Elentra Consortium

Queen's is transferring Elentra Consortium to Achieve, and it will continue to operate as is until
June 2025. Elentra Corporation will assume the operation of the Elentra Consortium

« Achieve is a U.S. based investment firm which operates a number of digital solutions in
Medical and Allied Health Sciences which purchased the Elentra Corporation last year.

« TFOM Med Ed is working closely with MedIT to consider options as Elentra is primary platform
for CBME for MD and PGME, as well as a few other functions for the MD Program and
GLSE. There appears to be an option to consider using the Elentra license beyond June
2025, which would require internal supportby U of T

« 8 Canadian medical schools also using Elentra and we are in close communication with them
about options going forward
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Contact Information:

Carolina Mitchell carolina.rios@utoronto.ca
Caroline Abrahams caroline.Abrahams@utoronto.ca
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